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ABSTRACT

This dissertation covers the two major parts of my PhD research on statistical physics and
complex networks: i) modeling a new type of attack — localized attack, and investigating
robustness of complex networks under this type of attack; ii) discovering the clustering
structure in complex networks and its influence on the robustness of coupled networks.

Complex networks appear in every aspect of our daily life and are widely studied in
Physics, Mathematics, Biology, and Computer Science. One important property of complex
networks is their robustness under attacks, which depends crucially on the nature of attacks
and the structure of the networks themselves. Previous studies have focused on two types
of attack: random attack and targeted attack, which, however, are insufficient to describe
many real-world damages. Here we propose a new type of attack — localized attack, and
study the robustness of complex networks under this type of attack, both analytically and
via simulation. On the other hand, we also study the clustering structure in the network,
and its influence on the robustness of a complex network system.

In the first part, we propose a theoretical framework to study the robustness of com-
plex networks under localized attack based on percolation theory and generating function
method. We investigate the percolation properties, including the critical threshold of the
phase transition p. and the size of the giant component P,,. We compare localized attack
with random attack and find that while random regular (RR) networks are more robust
against localized attack, Erdés-Rényi (ER) networks are equally robust under both types of
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attacks. As for scale-free (SF) networks, their robustness depends crucially on the degree
exponent \. The simulation results show perfect agreement with theoretical predictions.
We also test our model on two real-world networks: a peer-to-peer computer network and
an airline network, and find that the real-world networks are much more vulnerable to
localized attack compared with random attack.

In the second part, we extend the tree-like generating function method to incorporating
clustering structure in complex networks. We study the robustness of a complex network
system, especially a network of networks (NON) with clustering structure in each network.
We find that the system becomes less robust as we increase the clustering coefficient of each
network. For a partially dependent network system, we also find that the influence of the
clustering coefficient on network robustness decreases as we decrease the coupling strength,
and the critical coupling strength q., at which the first-order phase transition changes to

second-order, increases as we increase the clustering coefficient.
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Chapter 1

Introduction

1.1 Complex Networks and Graph Theory

Networks are present in almost every aspect of our life [1-21]. A network is a set of nodes
connected by a set of links. Nodes represent the fundamental units of the system in question,
and links establish which of the nodes are connected to others. Systems taking the form
of networks include the Internet, social networks, financial networks, biological networks,
infrastructure networks, and many others. For examples, airports and flights form an
airline network, in which two nodes representing two airports are connected when an airline
exists between these two airports. Similarly, buses and stops form a ground transportation
network. The network of friendship between individuals, working relations, or network of
business relations between firms are examples of social and economic networks.

Graph theory is used for describing mathematical concepts in networks [21]. The very
first famous example of graph theory and network topology is the problem of bridges of
Konigsberg, where people had been wondering for years whether all seven bridges connecting
the different parts of the town could be traveled, without passing any of them twice. Euler
realized the only important factor of the problem is the topology of the network itself, and
therefore solved the problem by concluding that to fulfill the requirement every node in the
graph should be connected by an even number of bridges. In the 1960s, two mathematicians,

Paul Erdos and Alfred Rényi, introduced the first probability model of networks— random



graph model. In this model, every pair of nodes in the network are randomly connected
by a link with the same probability. The study of random graphs has led to ideas very
similar to those of statistical physics. Concepts like percolation, scaling, order parameters,
renormalization, self-similarity, phase transitions, and critical exponents from statistical
physics are all present in the field of random graphs, and are used in the study of complex
networks.

The random graph model, or Erdos — Rényi network (ER), has been widely studied for
decades. However, with the development of science and technology and the availability of
more large-scale data, it is revealed that for many real-world systems, ER model fails to
describe their properties. At the end of the twentieth century, the work of Barab&si and
Albert on the World-Wide-Web (WWW) network made clear that the link connection of
these and many other networks is not completely random, and it cannot be described by
ER model. The study of these new types of networks leads to novel physical laws, which
arise owing to the new topology. By using graph theory, we can describe different types of

networks based on different topologies.

1.1.1 Erdos — Rényi (ER) networks

In an ER network, each pair of nodes in the network are randomly connected with the same
probability p. The number of nodes in the network is usually expressed with N. Degree of
a node, which is expressed in k, means number of links of a certain node. Average degree
(k) represents the average number of links connected to nodes in the network. The degree
distribution is the probability distribution of degrees for each node in the whole network,
which is expressed with P(k).

For an ER network, if each pair of nodes are connected with the same probability p, it
turns out that the degree distribution follows a Poisson distribution (P(k) = e~ (k)% /k!).
The characteristic of an ER network is that most of the nodes have about the same number

of degrees around average degree (k).



1.1.2 Scale-free (SF) networks

As mentioned above, it is found that the ER network model fails to describe many real-world
systems. For examples, ER model cannot help to explain why computer viruses are able to
survive in the Internet for a very long time. In 1999, Barabasi investigated several real-world
networks and found that their degree distributions follow power-law distribution, and he
proposed the scale-free (SF) network model to explain networks with power-law distribution
and thus do not have a typical scale of degree.

For a SF network, the degree distribution follows a power law distribution (P(k) ~ k™).
A, which is called the power law exponent, is a constant for a network. The property of a
SF network is that most of the nodes have very low degrees, while a few nodes have very
high degrees. Those nodes with high degrees are called hubs. It was found that for most
real-world networks, like the Internet, friendship social networks, world-wide-web, scientific
citation networks, gene-regulation network, airline networks, protein-protein interaction
networks, and so on, the power law exponent A lies between 2 and 3, which suggests some

universal mechanisms behind the formation of these networks.

1.2 Generating Function and Percolation Model
1.2.1 Generating function method

A component in the network is a group of nodes connected internally, but disconnected
from other components. For many degree distributions the network is composed of many
separate components. In each such component there exists a path between any two nodes
in the component, but no path exists between nodes in different components. The size of a
component is the number of nodes in the component. When there is a component with size
proportional to the size of the entire network, it is called the giant component (sometimes
also called percolating cluster or giant cluster).

The generating function method is a general and useful method for determining the

existence and the size of the giant component in the network. This powerful approach was



first developed by Newman, Watts, and Strogatz to study the structure and properties of
complex networks [3]. They used the generating function method to study the size of the
giant component as well as the component size distribution.

For a complex network with degree distribution P(k), the generating function of the

degree distribution is
Go(x) = _ P(k)a". (1.1)
k=0

The probability of reaching a node with degree k by following a specific link is kP(k)/(k),
and the corresponding generating function of those probabilities is :

xk*l
Gr(2) = it = 4 Gola) /1), (1.2

H(z), the generating function for the probability of reaching a branch of a given size by

following a link, satisfies a self-consistent equation:
H1($> = Z‘Gl(Hl(w» (1.3)

Since Go(x) is the generating function for the degree of a node, the generating function for

the probability that a node belongs to an n-node component is:
H()(l') = l‘GQ(H1<.1‘)) (1.4)

The size of the giant component is Py, = 1 — Hy(1).

1.2.2 Percolation model

It is well known that in grids and other organized lattices, in any dimension larger than
one, a percolation transition occurs. The percolation model assumes that sites(nodes) or
bonds(links) in the lattice are occupied with some probability p. The system is considered
percolating if a path exists from one side of the lattice to the other. The percolation phase
transition occurs at some critical density p. that depends on the type and dimensionality
of the lattice.

For complex networks, the ideas of percolation theory can still be applied to obtain

useful results. The only difference is that instead of using a spanning cluster that spans



over the whole lattice, we now use a giant component, whose size is proportional to the size
of the entire network, to characterize the condition of percolation. The condition of the
existence of a giant component above the percolation threshold and its absence below the
threshold also applies to lattices, and therefore can be considered as more general than the
spanning property.

Percolation model can be used to study the robustness of the network. We assume
that only nodes belong to the giant component are functional in the network. When some
nodes in the network are attacked and removed for some reason, other nodes that are
connected to the network through those nodes will also be disconnected. If the attack is
severe enough, many nodes will be disconnected and the entire network might breakdown
and stop functioning. As one keeping attacking more and more nodes, phase transition will
occur at some critical threshold below which a giant component exists in the network (thus
the network is functional), and above which the network will collapse. The robustness of
the network under attacks depends crucially on the nature of the attack and the structure
of the network.

For example, the attack could be random, which means each node in the network is
attacked with the same probability 1 — p (thus the probability for each node to survive
the attack is p). If we begin with a distribution of degrees Py(ko), the new distribution of
degrees in the network after the attack will be:

Z Py(ko)C, kop F(1—p)loF, (1.5)
ko=k
Calculating the first two moments for this distribution, given (ko) and (k2) for the original

distribution before attack, we have:

= P(k)k = p(ko). (1.6)
k=0
Similarly, we have:
(k%) =) P(k)k* = p*(kg) + p(1 — p)(ko)- (1.7)

k=0



And the criterion for criticality is

(k%) _ p*(kg) +p(1 —p){ko) _ (1.8)

(k) p(ko)

Reorganizing the above equation gives us the critical threshold for percolation:

1

De = W. (1.9)

1.3 A Network of Networks

Previous work in network research has focused primarily on analyzing single networks that
do not interact with other networks, despite the fact that this is not the case for many real-
world scenarios. In 2010, an analytical framework for studying the percolation properties of
interacting networks has been introduced [10]. The percolation properties of a network of
networks differ greatly from those of single isolated networks. In particular, although net-
works with broad degree distributions, e.g., scale-free networks, are robust when analyzed
as single networks, they become vulnerable in a network of networks (NON) [14, 15]. More-
over, because the constituent networks of an NON are connected by node dependencies, an
NON is subject to cascading failure. When there is strong interdependent coupling between
networks, the percolation transition is discontinuous (is a first-order transition), unlike the

well-known continuous second-order transition in single isolated networks.

1.3.1 The model

Because previous models deal almost exclusively with individual networks treated as isolated
systems, many challenges remain. In many real-world systems an individual network is
one component within a much larger complex multi-level network (is part of a network of
networks). Node failure in one network will cause the failure of dependent nodes in other
networks, and vice-versa. This recursive process can lead to a cascade of failures throughout
the network of the networks system. The study of individual particles has enables physicists
to understand the properties of a gas, but in order to describe a liquid or a solid the

interactions between the particles also need to be understood. This is similar in network



theory. To adequately model most real-world systems, understanding the interdependence of
networks and its effect on the structural and functional behaviors of the system is significant.

In order to model interdependent networks, we consider two networks, A and B [15] in
which the functionality of a node in network A is dependent upon the functionality of one
or more nodes in network B (see Figure 1.1), and vice-versa. The direction of a dependency
link specifies the dependency of the nodes it connects. For example, link A; — B, provides
a critical resource from node A; to node B;. If node A; stops functioning due to attack or
failure, node B; will stop functioning as well but not vice-versa. Similarly, link B; — A;
provides a critical resource from node B; to node A;.

We begin our attacking process by removing a fraction 1 — p of network A nodes and
all A-edges connected to these nodes. All the nodes in network B that are connected to
the removed A-nodes by A — B links are also removed since they depend on the removed
nodes in network A. As mentioned above, when those nodes in network A are removed and
stop functioning, those nodes in network B that depend on them will also stop functioning.
The B-edges of these nodes in network B are also further removed, which will cause the
removal of additional nodes in network A that are connected to the removed B-nodes by
B — Alinks. As a result, a cascade of failures occurs in the network of networks system. As
nodes and edges are removed, each network breaks down into connected components. Our
assumption based on percolation theory is that only nodes in the giant component will keep
functioning, and nodes belonging to small component will become non-functional. Thus in

interdependent networks only the giant mutually-connected component is of interest.

1.3.2 Theoretical framework

Without losing generality, we now consider two partially-interdependent networks. This
framework consists of two networks A and B with the number of nodes N4 and Np, re-
spectively. The nodes are randomly connected with degree distribution P4 (k) in network A
and Pg(k) in network B. In addition, a fraction g4 of network A nodes depend on nodes in

network B and a fraction ¢g of network B nodes depend on nodes in network A. Here, we



assume that a node from one network depends on no more than one node from the other
network. Also, we assume that if A; depends on B;, and B; depends on Ay, then k =i (the
“no-feedback” condition).

Initially, we attack the network A by removing a fraction 1 — p of nodes (see Fig-
ure 1.2 [15]). Thus the remaining fraction of network A nodes after the initial attack is
¢’1 = p. Once a fraction 1 — p of nodes is randomly attacked and removed from a network,
the generating function of the network remains the same, but must be computed from a
new argument z = pz + 1 — p, where x is the argument for the original network. Thus the

fraction of nodes that belongs to the giant component in network ¢ is given by

P = pgi(p), (1.10)
where
9i(p) =1 —Gipfi(p) +1—pl, (1.11)
and f;(p) satisfies
fi(p) = Hilpfi(p) + 1 — pl. (1.12)

In the case of two networks, the remaining functional part of network A contains a fraction
Y1 = ,94(¢;) of the network nodes, where g4(v;) is defined by Egs.(1.11) and (1.12).
Since a fraction ¢p of nodes in network B depends on nodes in network A, the number of
nodes in network B that become nonfunctional is (1 — 11)gs = gp[l — ¥194(;)]. So the
remaining fraction of network B nodes is ¢; = 1 — gp[l — ¥,94(%;)], and the fraction of
nodes in the giant component of network B is ¢ = d)ll gB(qbll).

Following this process, we can obtain @ZJ; and gb;, the remaining fraction of nods at each

stage of the cascade of failures:
V1 =p,
61 =1—qp[l — pga(vy)],
vy = pll = qa(1 - g(dr1))),

¢y =1 —qp[l — pga(¥y_1)].

(1.13)
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Figure 1.1: Example of two interdependent networks. Nodes in network B (computer

network) are dependent on nodes in network A (power grid) for power; on the other hand,

nodes in network A are also dependent on network B for control information.

To determine the state of the system at the end of the cascade process, we set & = 1&; =
Y1 and y = d); = gb; 41- This is because when system arrives at the stationary state,
eventually the clusters stop fragmenting and the fractions of randomly removed nodes at
step t and ¢+ 1 are equal. So when we arrive at the stationary state, we have two equations

with two unknowns:

= p{l —qa[l — gB(y)]},
(1.14)

y=1—qp[1—galz)pl.
The giant component of networks A and B at the end of the cascade of failures are,
respectively, Poo 4 = Yoo = 2g4(z) and Ps B = ¢oo = ygr(y). The equations can be solved

numerically or graphically and the size of the giant component for each network can be

obtained for each p.
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Figure 1.2: Description of the dynamic process of cascading failures on two partially inter-
dependent networks. In the figure, the black nodes are the nodes that are alive, the yellow
nodes are the initially attacked nodes, the red nodes are the nodes removed because they
do not belong to the giant component, and the blue nodes are the nodes removed because

the nodes they depend upon in the other network are removed.



Chapter 2

Robustness of Complex Networks under

Localized Attacks

2.1 Introduction

The functioning of complex networks such as the Internet, airline routes, and social networks
is crucially dependent upon the interconnections between network nodes. These intercon-
nections are such that when some nodes in the network fail, others connected through them
to the network will also be disabled and the entire network may collapse. In order to under-
stand network robustness and design resilient complex systems, one needs to know whether
a complex network can continue to function after a fraction of its nodes have been removed
either through node failure or malicious attack [1-21]. This question is dealt with in per-
colation theory [21-24] in which the percolation phase transition occurs at some critical
occupation probability p.. Above p., a giant component, defined as a cluster whose size is
proportional to that of the entire network, exists; below p. the giant component is absent
and the entire network collapses. Only nodes in the giant component continue to function
after the node-removal process.

The robustness of complex networks under attack is dependent upon the structure of the
underlying network and the nature of the attack. Previous research has focused on two types
of initial attack: random attack and hub-targeted attack. In a random attack each node in

the network is attacked with the same probability [1-3,8,10,21]. In a hub-targeted attack
11
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the probability that high-degree nodes will be attacked is higher than that for low-degree
nodes [1,3,4,7,12]. An important feature of the network structure is its degree distribution,
P(k), which describes the probability that each node has a specific degree k. Networks with
different degree distributions behave very differently under different types of attack. For
instance, the Internet, which shows a power law degree distribution, is extremely robust
against random attack but vulnerable to hub-targeted attack [1,2].

However these two types of attack—random attack and hub-targeted attack—do not ad-
equately describe many real-world scenarios in which complex networks suffer from damage
that is localized, i.e., a node is affected, then its neighbors, and then their neighbors, and
so on (see Fig. 2.1). Examples include the effects of earthquakes, floods, or military attacks
on infrastructure networks and the effects of a computer virus or malware on computer
networks. Recent occurrences of the latter include attacks carried out by cybercriminals
who create a “botnet”, a cluster of neighboring “zombie computers” in a computer network
and, by using them, are able to damage the entire network. An understanding of the effect
of this kind of attack on the functioning of a network is still lacking.

Here we will analyze the robustness of complex networks sustaining this kind of localized
attack in order to determine how much damage a network can sustain before it collapses,
i.e., to find the percolation threshold p.. We also want to predict the fraction of nodes that
keep functioning after an initial attack of a fraction of 1 — p nodes, i.e., the relative size
of the giant component (the order parameter), Ps. Note that localized attack has been
studied only on specific network structures [25] or on interdependent spatially embedded
networks [26], but a general theoretical formalism for studying localized attacks on complex
networks is currently missing.

Here we develop a mathematical framework for studying localized attacks on complex
networks with arbitrary degree distribution and we find exact solutions for percolation
properties such as the critical threshold p. and the relative size of the giant component P...
In particular, we apply our framework to study and compare the robustness of three types

of random networks, (i) Erdés-Rényi (ER) networks with a Poissonian degree distribution
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(P(k) = e %) (k)k/k!) [27], (i) random-regular (RR) networks with a Kronecker delta
degree distribution (P(k) = 0px,), and (iii) scale-free (SF) networks with a power law
degree distribution (P(k) ~ k=) [5]. We find that the effect of a localized attack on an
ER network is identical to that of a random attack. For an RR network, we find that the
pe of a localized attack is always smaller (i.e., more robust) than that of a random attack.
However, the robustness of a SF network against localized attack is found to be critically
dependent upon the power law exponent \. Surprisingly, a critical exponent A, exists such
that when A < A, for localized attack the network is significantly more vulnerable compared

to random attack, with p. being larger. While for A > A, the opposite is true.

2.2 The Model

Consider a random network with a degree distribution P(k), which indicates the probability
that a node in the network has k neighbors. The generating function of the degree distribu-
tion is defined as Go(z) = > 5, P(k)z" [28,29]. We start from a randomly chosen “root”
node. All nodes in the random network are listed in ascending order of their distances from
this root node (see Fig. 2.1(a)). The shell [ is defined as the set of nodes that are at distance
[ from the root node [30, 31]. Within the same shell, all nodes are at the same distance from
the root node and are positioned randomly.

We initiate the localized attack process by removing the root node, then the nodes in
the first shell, and so on. We remove nodes in the ascending order of their distances from
the root node. Within the same shell we remove nodes randomly and, after nodes in shell
[ are fully removed, we begin removing nodes in shell [ + 1. We continue the localized
attack process until a fraction 1 — p of nodes in the entire network are removed. Thus a
“hole” of attacked nodes forms around the root node. The remaining p fraction of nodes in
the network are those at greater distances from the root node (see Fig. 2.1(b)). After the
initial removal of 1 — p fraction of the network nodes and all links connected to them, the
remaining network fragments into connected clusters. As in percolation theory [22, 23], only

nodes in the giant component (the largest cluster) are still functional. Nodes belonging to
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Figure 2.1: Schematic illustration of the localized attack process. (a) A fraction 1 — p of
the nodes are chosen to be removed, starting from the root node, its nearest neighbors,
next nearest neighbors, and so on (yellow represents the root node, red the other nodes to
be removed). (b) Remove the chosen nodes and the links. An attacked “hole” centered
around the root node is formed. (c) Only nodes in the giant component (largest cluster)
keep functioning and are left in the network. (d) Localized attack on regular lattice (here,
square lattice). For a regular lattice with N — oo, one needs to attack all nodes in order

to collapse the network, i.e., p. — 0.
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other small clusters are considered non-functional and are also removed (see Fig. 2.1(c)).
Note that for localized attack on a regular lattice, as the number of network nodes N — oo,
pe — 0, i.e., one has to attack all nodes in the regular lattice in order to collapse the lattice

(see Fig. 2.1(d)).

2.3 Theoretical Framework

Consider a random network with arbitrary degree distribution P(k), which represents the
probability of a node in the network to have k links. The corresponding generating function

is defined as

Go(z) = iP(k:)xk (2.1)
k=0

We separate the process of a localized attack into two stages: (i) at the first stage, we remove
all the nodes belonging to the attacked area but keep the links connecting the removed nodes
to the remaining nodes; (ii) at the second stage, we remove those links. Now consider the
degree distribution P,(k) of the remaining nodes after the first stage. Following Ref. [31]

and letting A, (k) be the number of nodes with degree k in the remaining network, we have

_ Ap(k)

= = 2.2
With one more node being removed, A, (k) changes as
P,(k)k
Ay () = (k) — T (23)

where (k(p)) = > Py(k)k. In the limit N — oo, Eq. (2.3) can be presented in terms of a

derivative of A,(k) with respect to p,

dAp (k) Py(k)k
=N 2.4
o Tk) 24
By differentiating Eq. (2.2) with respect to p and plugging it into Eq. (2.4), we have
P, (k) Py(k)k
———= 4+ Py(k) — =0. 2.5
o P ) (2
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The solution of Eq. (2.5) can be expressed as

fk
and the average degree of the remaining network is
_ fGo(f)
(k(f)) = Golf) (2.7)
where f = Gy '(p). Thus the generating function of P,(k) is
G
Ga(z) =) Py(k)a* = G?O({ ff‘;. (2.8)
k

Now consider the second stage of removing the links of the remaining nodes which lead to
the removed nodes. The number of links belonging to the nodes on the outer shell of the

attacked hole, L(f), can be expressed as [31],
L(f) = N(Go(1)f* = Go(N))- (2.9)

Since loops are allowed in the random network model, those links can be connected either
to the remaining nodes or to other nodes on the same outer shell of the attacked hole. The

number of links of the remaining nodes which lead to the removed nodes is

Np(k(f)) _ Golf)?
Np(k(f)) + L(f) Go(1)

The probability that a link in the remaining network will end at an unremoved node is

L(f) = L(f) = N[fGy(f) ! (2.10)

equal to )
L) G
pN((f))  Go()f

Because the network is randomly connected, removing the links that end at the removed

(2.11)

nodes is equivalent to randomly removing a 1 — p fraction of links of the remaining network.
The generating function of the remaining network after the random removal of a 1 — p

fraction of links is equal to [32]

o) = 7459 = Gl + G

where f = Gy '(p). Note that Eq. (2.13) is the generating function of the degree distribution

(z — 1)), (2.12)

of the remaining network after a localized attack.
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2.4 Comparison with random attack

We find that the generating function of the degree distribution of the remaining network

after the localized attack is (see supplementary information)

/

Go(f)
Go(1)

GP(a) = ——Golf +

alF (z —1)], (2.13)

where p is the fraction of unremoved nodes and f = G Y(p). The critical probability p.
where the network collapses and the size of the giant component P, (p) for p > p. can
be derived analytically from Eq. (2.13). The generating function of the cluster sizes in
the remaining network is Hf(z) = zGH(HY (z)), where HY (z) satisfies the transcendental
equation HY(z) = 2GY(HY (z)) and GY(z) = Gz]p(:v)/Gg’(l) [28]. By combining Eq. (2.13)

and the criterion for the network to collapse [2, 3], Gllp (1) =1, we find that p. satisfies
Go(Gy (pe)) = Go(1). (2.14)
The size of the giant component S(p) as a fraction of the remaining network satisfies
S(p) = 1= G{(HT (1)), (2.15)

where HY(1) satisfies HY (1) = GY(HY(1)). The relative size of the giant component as a
fraction of the original network is P (p) = pS(p).

We apply the above mathematical framework to three types of complex networks: Erdés-
Rényi (ER) networks, random-regular (RR) networks, and scale-free (SF) networks, and
compare the results of a localized attack with those of a random attack.

For an ER network with an average degree (k), the degree distribution follows a Poisso-
nian distribution P(k) = e~} (k)*/k! and the corresponding generating function of degree
distribution is Go(z) = @1, From Eq. (2.13) we have Gh(z) = e?™(@=1 which is
the same as the generating function of the degree distribution for the remaining network
after a random attack. Thus the effect of a localized attack is exactly the same as that of a

random attack on an ER network (see Fig. 2.2(a)), and the critical threshold is p. = 1/(k).

The size of the giant component Ps(p) satisfies Poo(p) = p(1 — e~ *1=®) In an RR
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Figure 2.2: Percolation transitions for (a) an ER network and (b) an RR network under
localized attack (LA) and random attack (RA), with network size N = 10%, average degree
(k) = 4 in ER network, and ky = 4 in RR network. Theoretical results (solid lines) and
simulations (symbols) agree well with each other. Note that the effect of localized attack
and random attack on an ER network (see (a)) are identical (here, p. = 1/(k) = 0.25),
while an RR network (see (b)) is more robust against localized attack compared to random

attack.
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Figure 2.3: Percolation properties for a SF network under localized attack (LA) and random
attack (RA). Solid lines are from theory (Eq. (2.13)) and symbols represent simulation
results with N = 10%, m = 2, and (k) = 3. (a) Critical threshold p. as a function of degree
exponent A. When A\ — oo, the SF network converges to an RR network with kg = (k) = 3,
50 pe(RA) — 1/(ko — 1) = 0.5 and p.(LA) — (ko — 1)_% = 0.125, as confirmed in
simulations. Note that for 2 < A < 3, p. — 0 in the thermodynamic limit (N — oo) for
random attack [2]. (b) When A < A, the SF network is more vulnerable to localized attack
compared to random attack. (c) When A\ = A., p. for localized attack and for random

attack are equal. (d) When A > A, the SF network is more robust against localized attack

compared to random attack.
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network each node is connected to kg other nodes randomly and the generating function of
the degree distribution is Go(x) = 2. Using Eq. (2.14) we find that the critical threshold
for a localized attack on an RR network is

ko

pe = (ko — 1) Fo=2, (2.16)

Note that for an RR network under random attack the critical threshold is p. = (kg —
1)L, Thus, for kg > 2, p. under localized attack is always smaller than p. under random
attack (see Fig. 2.2(b)). This means that an RR network is more resilient against localized
attack than against random attack. When ky > 1, random and localized attacks have
the same critical threshold (p. = 1/(ko — 1)), since in this limit every node is a neighbor
of the root node and there is no difference between random and localized attacks. Since
limg, o pe = e ? ~ 0.135 and limy, 00 pc = 0, one can see that p. for a localized attack
on an RR network is always within the range (0,e~?) for all kg > 2. For p > p., from
Eq. (2.15), the relative size of the giant component Py (p) satisfies

1 1 ko—1 ko—1

(p — Po(p))*o —pFo = (p— Px(p)) ¥ —p ko . (2.17)

For a SF network the degree distribution is P(k) ~ k= (m < k < M), where m and
M are the lower and upper bound of the degree, respectively, and X is the power exponent.
The critical threshold p. and the size of the giant component Py (p) are solved numerically
by using the theoretical framework developed in Eq. (2.13) (see Fig. 2.3). We find that
the degree heterogeneity plays an important role in the robustness of SF networks against
localized attack. The critical threshold p. and the size of the giant component P.,(p) for the
percolation transition of the SF network under localized attack depends on A. We find that
in a SF network there is a critical value A. below which a localized attack is significantly
more severe than a random attack, but when A > \. a random attack is more severe. Indeed,
as seen in Fig. 2.3(a), for A < A, p. for a localized attack is significantly higher than for a
random attack. As A increases and the network becomes less heterogeneous, p. decreases

and the network becomes more robust against localized attacks. The specific value of A,
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Figure 2.4: Degree distribution of (a) the peer-to-peer computer network with N=62586,
(k) =4.73 and X\ = 4.59, and (b) the global airline route network with N=3308, (k) = 12.2
and A\ = 1.57. The degree distribution of both network approximately follow power law

distribution.

depends on other parameters, such as m, M, and (k). In Fig. 2.3(b)—(d), we plot the size
of the giant component P (p) as a function of p and compare the results of a localized
attack with those of a random attack. One intuitive explanation for the dependence of
network robustness on A is that, on the one hand, there is a higher probability that higher
degree nodes will be within the attacked hole, which accelerates the fragmentation of the
SF network; on the other, only nodes on the surface of the attacked hole are connected to
the remaining network and contribute to its breakdown, which mitigates the fragmentation
process. The total impact of the localized attack is the result of the competition between
these two effects. As A increases and the SF network becomes less heterogeneous, the first
effect becomes less dominant and the network becomes more robust. Our analytical analysis
shows that for an ER network these two effects always compensate each other and yield
equal effects from both localized attack and random attack. For an RR network, on the
other hand, the degrees are all the same and therefore only the second effect exists, and
the underlying network becomes more robust against localized attack than against random

attack.



22

oo RA_computers
LA_computers

0.8|22RA_airlines

LA_airlines p 1

Figure 2.5: Robustness of real-world networks against localized attack (LA) and random
attack (RA). A comparison of localized attack and random attack on a peer-to-peer com-
puter network and a global airline route network [33,34]. The size of the giant component
P, (p) after locally attacking 1 — p fraction of the whole network, versus p. The circles
(red) and squares (green) represent simulation results of the peer-to-peer computer network
(N = 62586, (k) = 4.73 and A\ = 4.59) under random attack and localized attack respec-
tively. The triangles (blue) and the diamonds (orange) represent simulation results of the
global airline route network (N = 3308, (k) = 12.2 and A = 1.57) under random attack
and localized attack respectively. The simulation results are the average over 100 and 1000

realizations for the computer network and the airline network respectively.
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2.5 Localized Attack on Real-world Networks

We test and compare the robustness of real-world networks against localized attack and
random attack using a peer-to-peer computer network [33] and a global airline route net-
work [34]. The degree distributions of both networks approximately follow power law (see
Figure 2.4). Figure 2.5 shows that, for both real-world networks, localized attack can col-
lapse the network much more easily: a node failure of 30% in the global airline route network
and 55% in the peer-to-peer computer network can disable the total network. When the
attack is random, however, a node failure of 98% in the global airline route network and
90% in the peer-to-peer computer network must occur before the network collapses. This
shows that a localized attack is significantly more harmful to real-world SF networks than

a random attack, supporting our theoretical results for SF networks with A < A..

2.6 Localized Attack on Interdependent Networks

Here, without losing generality, we consider two interdependent networks A and B with the
same number of nodes N [10]. Within each network, the nodes are randomly connected
with degree distribution P (k) and Pg(k), respectively. Each node in network A depends
on a random corresponding node in network B, and vice versa. This means if the node in
network B upon which the node in network A depends stop functioning, the corresponding
node in network A will also stop functioning. Besides, we assume here that if a node 7 in
network A depends on a node j in network B and j depends on a node [ in network A, then
| = i (no-feedback condition [14-16]). We start our localized attack process by initially
removing a fraction 1 — p of nodes in network A shell by shell, and remove all the links that
connect to those removed nodes. Network A starts to fragment into connected components
as nodes and links are removed and nodes that are not connected to the giant component
are considered inactive and are also removed. Owing to the dependency, all the nodes in
network B that depend on the removed nodes in network A are also removed. Network B

also starts to fragment and only nodes in the giant component are kept. Then network B
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Figure 2.6: Comparison of percolation transitions for a pair of interdependent networks
under localized attack and random attack. For RR networks, each node within the networks
is randomly connected to kg = 4 other nodes. For ER networks, the average degree of the
Poisson distribution is (k) = 4. For SF networks, the lower and upper bound of the degree
distribution are m = 2 and M = 1000, respectively. The power exponent of the degree
distribution is A = 2.5. Solid lines are from theoretical predictions and symbols represent
simulations with network size N = 10°. Note that the simulations results are in good

agreement with the theory.
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spreads damage back to network A, and back and forth, until the two networks completely
fragment or form a mutually connected giant component [10].

The only difference between the cascading process under a localized attack and the
case under a random attack is the type of initial attack on network A. After that, all the
processes are similar. If we find a network A with generating function Go(z), such that
after a random attack with removing 1 — p fraction of nodes, the generating function of
the remaining network is the same as Gfj(x), then the localized attack problem on network
A and B can be mapped to a random attack problem on network A and B. By using

Go(1 —p+ pz) = Gfj(x) and from Eq. (2.13), we have

. 1 Go(f)

Go(z) = mGo[f + m@ - 1), (2.18)

where f = Gy'(p).

Next by using the framework developed in Ref. [10], we introduce a function for network A

galp) =1—Go[l — p(1— fa(p))], (2.19)

where f4(p) satisfies a transcendental equation

falp) = G1[1 — p(1 — fa(p))], (2.20)

and analogous equations hold for network B. After the system of the interdependent net-
works reaches stationarity, the fraction of nodes in the mutually giant component is P,

which satisfies

Poo = zgp(z) = yga(y), (2.21)

where x and y satisfy

r=pga(y), y=pgs(z). (2.22)

By eliminating y from the equations, we obtain

x = pgalpgs(x)]. (2.23)
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The critical case (x = x.,p = p.) emerges when the derivatives of both sides in Eq. (2.23)

with respect to x equal each other,

dga
1= p27[pg3(w)]%(l’) |x:wup:pc7 (2‘24)

X

which, together with Eq. (2.23), yields the solution for p. and the critical size of the giant
mutually connected component, Py (p:) = xc95(2¢).

We can solve the above equations numerically and compare with simulation results. As
shown in Fig. 2.6, the size of the mutual giant component Py (p) are plotted for a pair
of interdependent networks under a localized attack and a random attack. Note that the
behavior of the phase transition is first order (abrupt) in contrast of being second order
(continuous) for a single network. As expected, similar conclusion can be drawn from the
comparison of the robustness of interdependent networks system under localized attacks
and random attacks. While a pair of interdependent RR networks are more robust against
localized attack, a pair of interdependent ER networks show the same robustness under
two types of attacks. The robustness of a pair of interdependent SF networks is dependent
on the heterogeneity of the degree distribution, i.e., A. Most real-world coupled networks

(2 < X\ < 3) are easier to collapse under a localized attack than under a random attack.

2.7 Summary

To conclude, we have developed a mathematical framework for studying the percolation of
localized attacks on complex networks with an arbitrary degree distribution. Using gener-
ating function methods, we have solved exactly for the percolation properties of random
networks under localized node removal. Our results show that the effects of localized attack
and random attack on an Erdés-Rényi network are identical. While a random-regular net-
work is more robust against localized attack than against random attack, the robustness of
a scale-free network depends on the heterogeneity of the degree distribution. When A < A,
the SF network is found to be significantly more vulnerable with respect to localized attack

compared to random attack. When A > A., the opposite is true. Our results can provide
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insight into understanding the robustness of complex systems and facilitate the design of

resilient infrastructures.



Chapter 3

Robustness of Fully Interdependent
Networks with Clustering

3.1 Introduction

In a system of interdependent networks, the functioning of nodes in one network is depen-
dent upon the functioning of nodes in other networks of the system. The failure of nodes
in one network can cause nodes in other networks to fail, which in turn can cause further
damage to the first network, leading to cascading failures and catastrophic consequences.
Power blackouts across entire countries have been caused by cascading failures between
the interdependent communication and power grid systems [35,36]. Because infrastruc-
tures in our modern society are becoming increasingly interdependent, understanding how
systemic robustness is affected by these interdependencies is essential if we are to design
infrastructures that are resilient [37-40]. In addition to research carried out on specific
systems [13,41-46], a mathematical framework [10] and its generalizations [11,12,47] have
been developed recently. These studies use a percolation approach to analyze a system of
two or more interdependent networks subject to cascading failure [48,49]. It was found that
interdependent networks are significantly more vulnerable than their stand-alone counter-
parts. The dynamics of cascading failure are strongly affected by the structure patterns of
network components and by the interaction between networks. This research has focused

almost exclusively on random interdependent networks in which clustering within compo-

28
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nent networks is small or approaches zero. Clustering quantifies the propensity for two
neighbors of the same vertex to also be neighbors of each other, forming triangle-shaped
configurations in the network [50-52]. Unlike random networks in which there is very lit-
tle or no clustering, real-world networks exhibit significant clustering. Recent studies have
shown that, for single networks, both bond percolation and site percolation in clustered
networks have higher epidemic thresholds compared to the unclustered networks [53-58].
Here we present a mathematical framework for understanding how the robustness of
interdependent networks is affected by clustering within the network components. We
extend the percolation method developed by Newman [53] for single clustered networks to
coupled clustered networks. We find that interdependent networks that exhibit significant
clustering are more vulnerable to random node failure than networks without significant
clustering. We are able to simplify our interdependent networks model—without losing its
general applicability—by reducing its size to two networks, A and B, each having the same
number of nodes N. The N nodes in A and B have bidirectional dependency links to each
other, establishing a one-to-one correspondence. Thus the functioning of a node in network
A depends on the functioning of the corresponding node in network B and vice versa. Each
network is defined by a joint distribution Py (generating function Go(z,y) = >3 Pyasyt)
that specifies the fraction of nodes connected to s single edges and t triangles [53]. The

conventional degree of each node is thus k = s + 2¢. The clustering coefficient ¢ is

3 x (number of triangles in network)

number of connected triples
Ny tPs

k
N> ) Py

3.2 Site Percolation of Single Clustered Networks

We begin by studying the generating function of remaining nodes after a fraction of (1 — p)
nodes is randomly removed from one clustered network. After the nodes are removed, we

define ¢, to be the number of triangles of which node 7 is a part, d, to be the number
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Figure 3.1: Size of giant component g(p) in single networks with degree distribution Eq. (3.7)
and average degree (k) = 4, as a function of p, the fraction of remaining nodes after random

removal of nodes. Curves are from theory Eq. 3.8, symbols are from simulation.

of single edges that form triangles prior to attack, and n; to be the number of stand-
alone single edges prior to attack. This network is thus defined by the joint distribution
Py ar. The probability that a node has n' single edges from single edges is the sum of

all the probabilities that nodes with more than n’ single edges will have exactly n’ edges

& S ’ ’
remaining, which is Q1(n’) = > ) p" (1 —p)*~™. Similarly, the probability that a
s=n' n

node has t’ triangles is the sum of all the probabilities that nodes with more than ¢’ triangles

will have exactly t’ triangles remaining. Since the probability that a triangle will survive is

0 t ’ ’ . .
p?, the sum is Qa(') = Y ) p?" (1 — p?)!=t". The probability that a triangle corner
t=t' \ t

will have one edge broken is 21-P) and the probability that it will have both edges broken

1—p2
q:g %2. Thus the probability that a node had d’ single edges forming triangles prior to

is
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t— t, ’ — ’ ’
their destruction is Q3(d') = / [27;( ;p)]d [(1 g) Jt=t'=4". Combining these three,
d

we have the corresponding generating function

G(z,y,z,p) = ZP/t/d/:U y' 24

/tl d/
t—t’
= Zﬂ? Q1(n Zyt/Q2 Zz Q3(d
= Golzp+1—p,yp* + 22p(1 — p) + (1 — p)2). (3.2)

We define s’ = n’ + d’ to be the total number of single links of a node after attack.
The joint degree distribution after attack is P, v which satisfies P/, o= ZZI/:O Py @, with
d' = s —n/. The generating function of P/, ,, is

(z,y,p) ZP/M y"

/t/

o s
/ !
=~ % Povany

s'=0n'=0 t/

/tl /
= § Py gx” y' 2
n,d b

= G(z,y,x,p). (3.3)
Therefore, the generating function of the remaining network after attack is
Go(,y,p) = Golzp + 1 = p,yp” + 2zp(1 = p) + (1 - p)*). (3.4)
The size of the giant component g(p) of the remaining network according to Ref. [53] is

g(p) =1- GO(U7U27p)> (3'5)
where

U= GQ(“’? 027]7)7 (36)

v = Gr(u,vg,p),

and Gq({lf,y,p) = M, G (x,y p) = %M

i Er By where p and v are the average number

of single links and triangles per node, respectively.



32

As an example, consider the case when (1 — p) fraction of nodes are removed randomly
from a network with doubly Poisson degree distribution

s t

T
PSt =€ uge H, (37)

where the parameters 1 and v are the average numbers of single edges and triangles per ver-

tex, respectively. According to Eq. (3.1), the clustering coefficient is ¢ = Then,

2v
2v+(put+2v)2 "
Go(x’ y) — eﬂ(xfl)el’(yfl) and GO(.ZU, y’p) = Gq(x, y’p) = Gr(;p’ y7p) — e[NpJFQp(l*p)V}(Iil)eVPQ(yfl)’

and u = v =1 — g(p), leading to

g(p) = 1 — elrrt2e(-p)V]a(p) g (9(0)* ~20(p)) (3.8)

This equation is a closed-form solution for the giant component g(p) and can be solved
numerically. The critical case appears when the derivatives of the both sides of Eq. (3.8)
are equal. That leads to the critical condition (k)p. = 1, which is independent of clustering.
However the degree distribution of the doubly Poisson model changes as we keep the average
degree and change the clustering coefficient. When the degree distribution is fixed, the
critical threshold actually increases as clustering increases [56,57]. Furthermore, Fig. 3.1
shows the resulting giant component as a function of p. Note that single networks with

higher clustering have smaller giant components.

3.3 Degree-Degree Correlation

When constructing clustering in a network, it is usually impossible to avoid generating
degree-degree correlations. To better understand the effect of clustering on degree-degree
correlations, we present an analytical expression of degree correlation as a function of the
clustering coefficient for a doubly Poisson-clustered network—see Eq. (3.7).

The degree-degree correlation [59] can be expressed as

N{N3 — N2
pp=—7—"2% (3.9)
N1 Y d3NZ

=1
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Figure 3.2: Degree-degrees correlation as a function of the clustering coefficient for Poisson
network (Eq. (3.7)) with average degree (k) = 3 and 4. Curves are from theory (Eq. 3.10)

and symbols from simulations.

where N,, is the total number of m hop walks between all possible node pairs (i, j) including
cases 1 = j.

The generating function of the degree of a node in the network is i Pyzst2t =
Go(z, 2%). Let g4 be the fraction of nodes with s single edges and ¢ triangles ‘u‘sli;’g are reached
by traversing a random single link, where s includes the traversed link and r4 is the frac-
tion of nodes with s single edges and ¢ triangles reached by traversing a link of a triangle,

qst = sz“")’t, Tet = % Their corresponding generating functions are Gy(z,y) = éaG%(;’y)x

and G, (z,y) = T;w%i(;’y)y. Moreover, N3 = 33" a;; N2(j), where Na(j) is the total num-
i

ber of two-hop walks starting from node j. The number of three-hop walks from a node

i is equal to the total number of two-hop walks starting from all of its neighbors. Thus,

N3 =" kjNa(j), where the number of two-hop walks starting from a node j with degree k;
J
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will be counted k; times in N3. Equivalently, N3 = N > (s + 2t)Ps ;Na(s,t), where Na(s,t)

is the number of two hop walks from a node with s sirifgle edges and t triangles. The gen-

erating function of the number of single edges and of triangles reached in two hops from

a random node is Ga(z,y) = %:P&t - GS(2,y) - G2M(x,y). The generating function of the

total number of links and of triangles reached within three hops starting from all nodes is

Gs(z,y) = NZtPs,t . (Gq(x,y))s(s+2t) (Gr(m,1))*5T2) The number N}, of k-hop walks
s

can be approximated by its mean in a large network

Ny = N(k),
Ny = N@\le,yzl—i—ﬂ\f@\x:l,y:l
ox oy
d
N3 = &le,yzl—l—Q%m:l,y:l
Ox oy

When both s and t follow a Poisson distribution,

Golz,y) = et(z=1) or(y=1)
Gq(%?/) = Go(fﬂ,y)l'

Gf(xay) = GO(‘T’y)y-

In this case,

N = N(k)
Ny = N<k><1<k_>c+1>
Ny = ((k)*+2(k)* + dv(k) + (k) + 6v) N
idf - (<k>3 +3(k)2 + (60 + 1) (k) + 6u) N,
=

which together with Eq. (3.9) leads to

c—c?— (k)
pPD = 29
1—c+ (k)e—2(k)c

(3.10)

where c is the clustering coefficient, Eq. (3.1).
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Figure 3.2 shows the relation between the degree correlation and the clustering coefficient
¢ for a Poissonian network [see Eq. (3.7)], for two given average degrees ((k) = 3 and 4).
The figure shows a positive degree-degree correlation across the entire range, which means
the model is assortative [56]. The degree-degree correlation increases until ¢ achieves half
of its maximum and then decreases to zero when c reaches its maximum. When ¢ is 0 or

the maximum, the nodes connect to either all single links or all triangles, respectively.

3.4 Percolation on Interdependent Clustered Networks

To study how clustering within interdependent networks affects a system’s robustness, we
apply the interdependent networks framework [10]. In interdependent networks A and B,
a fraction (1 — p) of nodes is first removed from network A. Then the size of the giant
components of networks A and B in each cascading failure step is defined to be p1, po, ...,

Pn, wWhich are calculated iteratively

Pn = Mn—194(fn—1),n is odd,

. (3.11)
Pn = ngB(in), 1 is even,
where g = p and u, are intermediate variables that satisfy
= —1),n is odd,
fin = pga(fin—1) 5.12)

i = Pgi(jin 1), is even,

As interdependent networks A and B form a stable mutually-connected giant component,
n — 0o and p, = pp—2, the fraction of nodes left in the giant component is po,. This

system satisfies
x =pga(y),
y = pgp(z),

where the two unknown variables x and y can be used to calculate po = zgp(x) = yga(y).

(3.13)

Eliminating y from these equations, we obtain a single equation

x = pgalpgs(x)]. (3.14)

The critical case (p = p.) emerges when both sides of this equation have equal derivatives,

2090 () 202

1=p d da (w)’m:mc,pzpca (315)
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which, together with Eq. (3.14), yields the solution for p. and the critical size of the giant
mutually-connected component, poo(pe) = Tc9p(xc).
Consider for example the case in which each network has doubly-Poisson degree distri-

butions as in Eq. (3.7). From Eq. (3.13), we have z = p(1 — u4), y = p(1 — up), where

Up = Vg = e[MAy-i-?y(l—y)MA](UA—1)+VAP2(U,24—1),

up = vg = elrpr+2e(1-2)pp)(up—1)+vpp® (v —1)

If the two networks have the same clustering, u = us = up and v = v4 = vp, Pso is then
Poo = p(1 — 7P~ (H20)pocy2. (3.16)

The giant component, poo, for interdependent clustered networks can thus be obtained
by solving Eq. (3.16). Note that when v = 0 we obtain from Eq. (3.16) the result obtained
in Ref. [10] for random interdependent ER networks. Figure 3.3a, using numerical simula-
tion, compares the size of the giant component after n stages of cascading failure with the
theoretical prediction of Eq. (3.11). When p = 0.7 and p = 0.64, which are not near the
critical threshold (p. = 0.6609), the agreement with simulation is perfect. Below and near
the critical threshold, the simulation initially agrees with the theoretical prediction but then
deviates for large n due to the random fluctuations of structure in different realizations [10].
By solving Eq. (3.16), we have p, as a function of p in Fig. 3.3b for a given average de-
gree and several values of clustering coefficients and in Fig. 3.4a for a given clustering and
for different average degree values. As the figure shows, when higher clustering within a
network is introduced, the percolation transition yields a higher value of p. (see inset of
Fig. 3.3b).

When clustering changes in this doubly Poisson distribution model, degree distribution
and degree-degree correlation also change. First, to address the influence of the degree
distribution, we study the critical thresholds of shuffled clustered networks. Shuffled clus-
tered networks have neither clustering nor degree-degree distribution but keep the same

degree distribution as the original clustered networks. The brown dashed curve in Fig. 3.3b
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represents the giant component of interdependent shuffled clustered networks with original
clustering ¢ = 0.2. The figure shows that the difference in p. between the ¢ = 0 network
and the shuffled ¢ = 0.2 network is only 0.01, while the difference between the ¢ = 0 and
the ¢ = 0.2 networks is 0.12. In addtion, ¢ = 0.2 clustered networks has no degree-degree
correlation (Fig. 3.2), which means the 0.12 shift of p. is due to clustering and not to
a change in degree distribution. We also show the critical thresholds of interdependent
shuffled clustered networks as the red dashed line in the inset of Fig. 3.3b. Note that the
change of degree distribution barely shifts the critical threshold. We next discuss the ef-
fect of the degree-degree correlation on the change of critical threshold. From Ref. [61],
the degree assortativity alone monotonously increases the percolation critical threshold of
interdependent networks. Because in our case degree-degree correlation first increases and
then decreases (see Fig. 3.2), while critical the threshold of interdependent networks in-
creases monotonously as clustering increases, we conclude that clustering alone increases
the value of p.. Thus clustering within networks reduces the robustness of interdependent
networks. This probably occurs because clustered networks contain some links in triangles
that do not contribute to the giant component, and in each stage of cascading failure the
giant component will be smaller than in the unclustered case.

We also study the effect of the mean degree (k) on the percolation critical point. Fig-
ures 3.4a and 3.4b both show that, when clustering is fixed, the percolation critical point of
interdependent networks decreases as the average degree (k) of network increases, making
the system more robust. Figure 3.4b also shows that a larger minimum average degree is
needed to maintain the network against collapse without any node removal as clustering

increases.

3.5 Summary

To conclude, based on Newman’s single network clustering model, we present a generating-
function formalism solution for site percolation on both single and interdependent clustered

networks. We also derive an analytical expression, Eq. (3.10), for degree-degree correlation
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as a function of the clustering coefficient for a doubly-Poisson network. Our results help
us better understand the effect of clustering on the percolation of interdependent networks.
We discuss the influence of a change of degree distribution and the degree-degree correlation
associated with clustering in the model on the critical threshold of interdependent networks
and conclude that p. for interdependent networks increases when networks are more highly

clustered.
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! O ¢=0
o c¢=0.1
A ¢=0.2
0.8 shuffled from ¢=0.2

Figure 3.3: (a) Size of mutually connected giant component as a function of cascading failure
steps n. Results are for ¢ = 1, p = 0.64 (below p.), p = 0.66 (at p.) and p = 0.7 (above p.).
Lines represent theory (Egs. (3.11) and (3.12)) and dots are from simulations. Note that at
pe there are large fluctuations. (b) Size of giant component, p, in interdependent networks
with both networks having clustering via degree distribution Eq. (3.7) and average degree
(k) = 4, as a function of p. Dashed lines are number of interactions (NOI) before cascading
failure stops obtained by simulation [60]. The star curve is for shuffled ¢ = 0.2 network,
which keeps the same degree distribution but without clustering and without degree-degree
correlation. Inset: Green squares and solid line represents critical thresholds, p, of interde-
pendent networks as a function of clustering coefficient ¢. Red dashed line represents critical
threshold of shuffled interdependent networks which originally has clustering coefficient c.
The shuffled networks have zero clustering and degree-degree correlation, but has the same
degree distribution as the original clustered networks. In all figures, symbols and dashed

lines represent simulation, solid curves represent theoretical results.
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Figure 3.4: (a) Size of giant component as a function of p for fixed clustering coefficient
¢ = 0.1 and different average degrees. From right to left (k) = 3,4,5,...,9. (b) Critical
threshold p. as a function of average degree for different clustering coefficients. The solid
curves are for interdependent networks and the dashed curve is for single networks. Symbols

and curves represent simulation and theoretical predictions respectively.



Chapter 4

Robustness of a Partially Interdependent
Network of Clustered Networks

4.1 Introduction

Clustering, the propensity of two neighbors of the same node to be also neighbors of each
other, has been observed in many real-world networks [50,51,62,63]. For example, in a
social network, if B and C are friends of A, they have a high probability of also being
each other’s friends. The average of this probability over the whole network is called the
clustering coefficient. Empirical studies show that in many real-world networks, e.g., the
Internet, scientific collaboration networks, metabolic and protein networks, and movie actor
networks, the measured clustering coefficient is of the order of 10%, significantly higher than
that of random networks [52].

Many computational models have been proposed to generate the clustering coefficient in
networks, but all have been limited to numerical analysis [64-68]. Newman recently devel-
oped an analytical approach that incorporates clustering into random graphs by extending
the generating function method, a widely used analytical tool in network research [53]. He
considered two properties for each node—single links and triangles—and constructed a joint
distribution for both. The clustering coefficient can be tuned by changing the ratio between
the average number of single links and triangles. This approach enables us to evaluate

analytically many properties of the resulting networks, such as component size, emergence
41
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and size of a giant component, and other percolation properties.

Previous studies of clustering have focused on single network analysis, but real-world
networks interact with and depend on other networks. In 2010, Buldyrev et al. [69] devel-
oped a theoretical framework for studying percolation in two fully interdependent networks
and observed an unusual first-order (abrupt) percolation transition that differed from the
known second-order (continous) phase transition in a single network. Parshani et al. [11]
generalized this framework to partially-interdependent networks and found a change from
a first-order to a second-order phase transition when the coupling strength was reduced
below a critical value. Since 2010, there have been many studies of interdependent net-
works, sometimes called “networks of networks” [49, 70-86]. With respect to percolation
properties, when interdependent nodes in the network of networks are treated as identical,
the special cases is the multiplex network (from dynamical point of view, on the other
hand, these two could be very different) [87-89]. Recently, Huang et al. [90] developed an
approach to site percolation on clustered networks and studied the robustness of a pair of
fully interdependent networks with clustering within each network.

Here we generalize the framework of Huang et al. [90] and extend it (i) to the study of
percolation in two partially interdependent networks with clustering within each network
and (ii) to the study of a network of clustered networks (NON), i.e., a network consisting
of more than two interdependent clustered networks. We study how clustering within the
networks influences such percolation properties as the critical shreshold p. at which the giant
component collapses, the sizes of the giant components 1o, and ¢ in the two networks,
the critical coupling g. at which the first-order phase transition changes to a second-order
phase transition, and the dynamics of cascading failure between two clustered networks.
Simulation results agree well with theoretical results in all cases.

In Sec. V we also examine two joint distribution models for incorporating clustering
into random graphs, i.e., (i) the model proposed by Newman [53], in which a double-
Poisson distribution (see Sec. III) is assumed for the joint degree distribution, and the

average degree is kept constant while the clustering is changed, and (ii) the clustering
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model developed by Hackett et al. [91], in which a different joint distribution keeps both
the average degree and the degree distribution constant while the clustering is changed.
We discuss the similarities and differences in the percolation properties of the networks
generated by these two distribution models. The model presented by Newman is studied
both analytically and via simulations (Secs. III and IV), and the model presented by Hackett

et al. is studied using only simulations (Sec. V).

4.2 The Model

In our model we consider two networks A and B that have the same number of nodes N.
Within each network the nodes are connected with joint degree distribution P4(s,t) and
Pg(s,t), which specifies the fraction of nodes connected to s single links and ¢ triangles in
networks A and B, respectively [53]. The generating functions [28,32] of the joint degree
distributions are

GAO(:E7y) = Z PA(Sat)xsyta
s,t=0

oo
GBO(‘T’y) = Z PB(Svt)xsyt'
s,t=0

(4.1)

The conventional degree of a node is k& = s 4+ 2t and the conventional degree distributions

of the networks are

Pa(k) =) Pa(s, )0k sp2t,
s,t=0

- (4.2)
Pp(k) = Z Pp(s,1)0k s+21-
s,t=0
The clustering coefficient is defined in [28] as
o= 3 x (number of triangles in network) _ 3NA (4.3)

number of connected triples N3’

where 3NA = N Y, tP(s,t) and N3 = N Y, (5) P(k).

Our initial attack is the random removal of a (1 — p) fraction of nodes from network A.
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The generating function of the resulting network is [90]

Gao(2,y) = Gao(,y,p)
(4.4)
= Gao(xp+1—p,p*y + 2zp(1 — p) + (1 — p)?),

and the fraction of nodes belonging to the giant component in the remaining network is

ga(p) = 1—Gaolu,v? p), (4.5)

where u, v satisfy

u = GAw(u7v2ap)7 v = GAT'(U’ Uzvp)’ (46)

The functions G 4w (x,y,p) and G 4, (z,y,p) are defined as

1 0Gyo(x,y,
GAw(xayap) = <S/>A0é$yp)7

1 9G g0(z, vy,
GAT’(x7y7p) = <t/>‘AOéyyZ))’

(4.7)

BGAO ($7y7p)

where <s/> = O and <t’> _ 9Gao(zyp)

by ‘:vzl,yzl' Similar equations hold for

‘x:l,y:l
network B.

We next consider the interaction between clustered networks A and B [11]. Assume a
qa fraction of nodes in network A is dependent on nodes in network B and a gp fraction
of nodes in network B is dependent on nodes in network A. This means that if a node
in network B upon which a node in network A depends fails, the corresponding node in
network A will also fail, and vice versa. We also assume that a node from one network
may be dependent on no more than one node from the other network and if a node 4 in
network A is dependent on a node j in network B and j depends on a node [ in network A,
then [ = i (a no-feedback condition [49, 70, 71]). After n steps of cascading failures, v, and
¢r are the fractions of nodes in the giant components of networks A and B, respectively.

After the two-network system reaches staionarity, the sizes of giant components in the two

networks are [11]

Yoo = ng(x)v Yoo = Y9B (y)7 (4'8)
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where the two variables z and y satisfy

z = p{1 —qall —g(W)]},

y=1-qgp[l —pga(z)].

4.3 The Double-Poisson Distribution

As an example, consider two Erdés-Rényi (ER) networks [92-94] with clustering, in which
the number of single links s and triangles ¢ of a node obey a double-Poisson distribution
Pst:e_@%e_(w%—%t (s and ¢ follow a Poisson distribution independently) [53]. Here (s)
and (t) are the average number of single links and triangles per node, respectively. Assuming
that in network A (s) = (s)4 and (t) = (t) 4, then the generating functions in Eq. (4.4) and

Eq. (4.7) become

Gao(z,y,p) = Gaw(z,y,p) = Gar(z,y,p)
(4.10)
= el apt2p(l=p){B) al(@—1)+(t) ap*(y=1)

and the same holds for network B. Denoting fa(x) =1 — ga(z) and fp(y) =1 — g5(y), we

now have
fa(z) = exp{(thaz*(1 — fa(x))® — (k)azx(1 - fa(z))},
fB(y) = exp{(t)sy*(1 — fB(v))* — (k)y(1 — fB(Y))},

(4.11)

where (k)4 and (k)p are the average degrees for networks A and B, respectively ((k)4 =
(s)a + 2(t)a, and (k)p = (s)p + 2(t)p). By combining Eq. (4.9) and Eq. (4.11) and
eliminating = and y, we obtain two transcendental equations for f4 and fp,

fa —e()ap*(1=F2)*(1=qafB)* = (k) ap(1=fa) 1~qafB)

(4.12)

IB — et BA=fB)*{1—qp[1—p(1—fa)I}*—(k) s (1~ fB){1—ap[1—p(1-fa)]}

By substituting the parameter vector ((k)4, (t)a, (k)B, {t)B,qa,qB,P), We can solve for fa
and fp, and thus find the size of the giant components in network A, 1., and network B,

®oo- By substituting the double-Poisson distribution into Eq. (4.3), the clustering coeffi-
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cients in the two networks become

B 2(t) A
AT 2(0a]
_ 2(t)B
RN R TOT S

(4.13)

If we fix the other parameters and increase p, the fraction of nodes not removed in the
initial attack, a phase transition occurs at a critical threshold p. and a giant component
appears. As we decrease the coupling strength ¢4 and ¢p, the behavior of this phase tran-
sition will change from first-order to second-order. A first-order phase transition, denoted
by I, corresponds to a scenario in which the size of one or both giant components in the
two networks change discontinuously from a finite value to zero. If we plot f4 and fp in

Egs. (4.12) on a two-dimensional graph, this corresponds to the scenario that two curves

fa(fp) and fp(fa) are tangential with each other (dfflg“) dfggB) = 1) [11]. By adding this
condition into Egs. (4.12), we can solve for fa = fa,, fg = fp, and p = p;. A second-order
phase transition (denoted by II), corresponding to a scenario in which the size of one or
both giant components decreases continuously to zero, is obtained by substituting f4 — 1
or fg — 1 into Egs. (4.12), which allows us to find fa,,, fB,, and prr. The critical coupling
strength ¢, is solved by making the conditions for both first-order and second-order phase
transitions equal.

For the sake of simplicity, we now consider the symmetrical case, (k) = (k)4 = (k)B
and ¢ = ¢4 = cp. Fig. 4.1 shows the size of the giant components in networks A and B
for several clustering coefficients. In each graph the simulation results agree well with the
theoretical results obtained from Eqs. (4.12). Note that, for strong coupling, as we increase
the clustering coefficient the two interdependent networks become less robust. When the
coupling is weak, the weakening effect of the clustering on the robustness is smaller. This can
be seen in Fig. 4.2, which shows p. versus ¢ = g4 = ¢p for different clustering coefficients for
both (k) = 3 and (k) = 4. Note that, for the same coupling strength ¢, a larger clustering
coefficient yields a larger p., making the networks less robust. In addition, the critical

coupling strength q. below which the first-order phase transition changes to a second-order
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Figure 4.1: (Color online) Size of giant components as a function of p for (k) = (k)4 =
(k) = 4, where solid lines are from theoretical predictions, Egs. (4.12), and symbols are
from simulations with network size N = 10°. (a) and (b) For strong coupling (¢ = 0.8),
the sizes of giant components in (a) network A and (b) network B change abruptly at some
critical threshold p., showing a first-order phase transition behavior. (c¢) and (d) For weak
coupling (¢ = 0.6), on the contrary, the behavior is continuous, i.e., second-order. Note that
while (c) network A collapses (d) network B does not collapse, since the initial failures are
in A and ¢ is relatively small to cause collapse of network B. Thus, the giant component of

B is finite for all p values.
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Figure 4.2: (Color online) Percolation shreshold, p., as a function of interdependency
strength ¢ (¢ = g4 = ¢qp) for (k) = (k)a = (k)p = 3 and 4. Clustering coefficient ¢
(e=ca=cp) ranges from 0 to 0.2 for (k)=4 and from 0 to 0.25 for (k)=3. For each (k) and
¢, there exists a critical point g. (full circles). Above ¢, the system undergoes a first-order
phase transition (solid lines) and below ¢., the system undergoes a second-order transtion
(dashed lines). Symbols represent simulation results and are in good agreement with the-
oretical predictions (solid and dashed lines). Note that for the same average degree (k),

increasing clustering coefficient ¢ increases p. and yields a larger critical coupling, q..
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increases slightly as we increase clustering coefficient.

Fig. 4.3 shows the size of the giant component in network A after each cascading step
around the critical threshold for the first-order phase transition case (Fig. 4.3(a)) and the
second-order phase transition case (Fig. 4.3(b)). Note that the simulation results for the
cascading failures agree well with analytical results (4.8) and (4.9). Different realizations
give different results due to deviations from the mean field, rendering small fluctuations

around the mean-field analytical results [61].

4.4 Network of Networks with Clustering

The framework discussed above can also be generalized to an interdependent system con-
sisting of more than two clustered networks. Here we consider two cases of NON [49, 70, 71]
composed of n interdependent clustered networks, (i) A star-like NON and (ii) a random
regular NON (see Fig. 4.4). We assume that for each pair of interdependent networks ¢ and
J (4,7 =1,2,...,n), there is a fraction g;; of nodes in network ¢ which depend on nodes in
network j, i.e., they cannot function if the nodes upon which they depend fail. Similarly,
gi; denotes the fraction of nodes in network j which depend on nodes in network . We also
assume here that a node from one network may depend on no more than one node from
the other network and, if a node ¢ in network A depends on a node j in network B and j
depends on a node [ in network A, then [ =i (a no-feedback condition [49, 70, 71]). After
an initial attack, only a fraction p; (i = 1,2,...,n) of nodes in each network will remain.
After the period of cascading failures, a fraction 1 ; of nodes in network 7 will remain
functional. The final giant component of each network can be expressed as ¥, = z;gi(x;)

and the unknowns x; can be found from a system of n equations [49, 70, 71],

K
i = pi | [la5iv5i95 (x5) — qji + 1], (4.14)
=1
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Figure 4.3: (Color online) Size of the giant component in network A (¢,,) as a function of
cascading failure steps n for (k)=4, ¢=0.2 for (a) ¢ = 0.8 (first-order transition) and (b)
g = 0.6 (second-order transition). The symbols (circles) and their connecting line are from
the theoretical prediction. The other lines are several random realizations from simulations
(N = 10%). The value of p = 0.569 for (a) the first-order phase transtion case and p = 0.347
for (b) the second-order phase transition case are both chosen to be just below critical
thresholds obtained from theoretical predictions (p. = 0.57 for the first-order case and
pe = 0.3475 for the second-order case). One can see that in both cases the agreement
is very good. However, for first-order transition, after the plateau different realizations

fluctuate.
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(a) (b)

Figure 4.4: (Color online) Schematic representation of two types of NONs : (a) Star-like

NON where one central network is interdependent with (n—1) other networks. (b) Random
regular NON where each network depends exactly on m (here, m = 3) other networks.
Circles represent interdependent networks and arrows represent interdependency relations.
For example, g12 represents a fraction g2 of nodes in network 2 depend on nodes in network

1.
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Figure 4.5: (Color online) Size of the giant component in the root network as a function
of p for n = 2,3,4 and ¢ = 0,0.2 for star-like NON. Average degree of each network in the
NON is (k)=4. Symbols and lines represent simulations (N = 10%) and theory, respectively.

where the product is taken over the K networks that are coupled with network ¢. Since we

consider the no-feedback condition [49, 70, 71], we have

_ €L
¢ijYij9i(zi) — qij + 1

where y;; is the fraction of nodes left in network j after it has suffered damage from all
networks other than network i. We next consider two analytically solvable examples of
a NON, a star-like network of ER networks and a random regular (RR) network of ER

networks, shown in Fig. 4.4.
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4.4.1 Star-like NON with clustering

For a star-like NON (Fig. 4.4(a)), we have a root network which is interdependent with other
(n — 1) networks. For simplicity, the initial attack is on the root network, and a fraction
(1 — p) of its nodes is removed. This damage spreads to the other networks, and then
returns to the root network, back and forth. Here we consider the case for n clustered ER
networks with the same average degree (k) and same clustering coefficient ¢ (thus the same
average number of triangles (t)). Assuming, again for simplicity, that for all i, ¢;1 = q1; = ¢,

Eq. (4.14) and Eq. (4.15) are simplified to two equations,

z1 = plaga(z2) — g+ 1",

(4.16)
w2 = pagi(e1)laga(z2) —q +1"* —q + 1.
For clustered ER networks, f(z) =1 — g(z) satisfies
f=exp[(t)a®(1 - f)? — (k) (1 - ). (4.17)

By combining Eq. (4.16) and Eq. (4.17), we find z1,x2 and fi, fa, from which the sizes
of the giant components in the root network (1o,) and in the other networks (¢,) can be
obtained.

Fig. 4.5 shows the size of the giant component in the root network for n = 2, 3, and
4 and compares two cases, ¢ = 0 (no clustering) and ¢ = 0.2 (high clustering). Note that
the simulation results agree well with the theoretical predictions. Our results show that the
NON becomes less robust with increasing n. For fixed n, the NON composed of networks
with a larger clustering coefficient is less robust and the effect of clustering in reducing
the robustness becomes larger as n increases. Similarly, the critical coupling ¢., where the
behavior of phase transition changes from first-order to second-order decreases with n and

increases slightly with the clustering coefficient (see Fig. 4.6).

4.4.2 Random regular (RR) NON of ER networks with clustering

We now consider the case in which each clustered ER network depends on exactly m other

clustered ER networks, i.e., a random regular (RR) NON formed of clustered ER networks.
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Figure 4.6: (Color online) Critical threshold p. as a function of interdependency strength,
q, for clustered star-like NON for (k)=4, n = 2,5 and ¢ = 0,0.2. For each n and ¢, there
exsits a critical interdependency strength ¢. (solid symbols) that separates the first-order

(solid lines) and second-order (dashed lines) phase transitions.
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Figure 4.7: (Color online) Size of the giant component, ¢, as a function of p for RR NON
of clustered ER networks for fixed ¢ (¢=0.51). The average degree is (k)=9, m=2, 3 and
c=0, 0.1. For m = 3, the system shows a first-order percolation transition as we change the

value of p. While for m = 2, the phase transition is second-order.

Assume that the initial attack is on each network and randomly removes a fraction (1 — p)
of nodes and that the interacting strengths are all equal to ¢q. Assume also that all ER
networks have the same average degree (k) and the same average number of triangles (t).
Because of symmetry, all equations in Eqs. (4.14) and Eqs. (4.15) are reduced into a single

equation and the size of the giant component in each network is

_ — )2 m
¢m:p(1—e<t)¢go_<k>¢w)[l CJ+\/(12 0) +4qYoc )™ (418)

Fig. 4.7 and Fig. 4.8 show numerical solutions of Eq. (4.18) and simulation results. Note
that the simulations agree well with theory. For a given (k), the size of the giant component

150 in each network displays a first-order or a second-order phase transition as a function of
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p, depending on the values of ¢, m, and the clustering coefficient c. Fig. 4.7 shows that, for
some fixed values of (k) and ¢, the behavior of the phase transition can be either first-order
or second-order for different values of m. Similarly, as shown in Fig. 4.8, for fixed values of
(k) and m, different values of ¢ can cause the phase transition to be first-order or second-
order. In each scenario, when the transition is first-order the clustering within networks
reduces the resistance of the NON to random node failure, but when it is second-order the
effect of clustering is similar but very small. This again is due to the smaller coupling value
¢ in the second-order phase transition region. Note that for ¢=1 and m=1, the limit of
two fully-interdependent networks, Eq. (4.18) reduces to an equation similar to Eq. (16)
in Huang et al. [90]. The only difference is because here we initially attack all networks,
not just network A as in [90]. For (t) = 0 (the no-clustering case), Eq. (4.18) reduces to
Eq. (23) in Gao et al. [T1].

By adding the condition that the first derivative of both sides of Eq. (4.18) with respect
to 1 are equal, we obtain the critical threshold of the first-order phase transition, pj.
The critical threshold of the second-order phase transition pjy; is solved by adding the
condition o (prr) — 0 to Eq. (4.18). If we equate p; and pyy, the critical coupling ¢, where
the first-order phase transition changes to a second-order phase transition can be derived
analytically,

()2 + 2(8))(1 — q0)? = 2(k)gen. (4.19)

, we have

¢Gc=1+z—z(x+2), (4.20)

By substituting ¢ = ﬁ

m

(k
dependency ¢.. Note also that for ¢ = 0, Eq. (4.20) reduces to Eq. (30) of Ref. [71].

where 2 = 775 (1 — ¢). Note that increasing the clustering coefficient ¢ increases the critical

N

4.5 The Fixed Degree Distribution

The double-Poisson distribution model can display the features of clustering and it is possi-

ble to solve it analytically. Although in this model the average degree does not change, the
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Figure 4.8: (Color online) Size of giant component, ¢, as a function of p for RR NON
composed of clustered ER networks for fixed m (m=2). The average degree is (k)=9,

q=0.4, 0.8 and ¢=0, 0.1. The behavior of the phase transition is first-order for ¢ = 0.8 and

second-order for ¢ = 0.4.
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Figure 4.9: (Color online) Size of giant component in network A for two partially inter-
dependent networks with clustering. Circles, squares and diamonds represent results for a
joint degree distribution which fix the total degree distribution being Poisson as we change
the clustering coefficient (FDD). Circles, up-triangles and down-triangles represent results
for a double-Poisson distribution (DPD) with total average degree fixed. All resulted are
from simulations with N=10°, (k)=4 and ¢=0.8> ¢.. The behavior of the phase transition
is first-order in both cases but p. is larger for FDD.
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degree distribution does change as the clustering coefficient changes. Here we consider an-
other kind of joint distribution Py proposed by Hackett et al. [91,95], which also preserves

the total degree distribution P(k) for different clustering coefficients. We set

Py = P(k)0k,s+2:[(1 — £)0e.0 + fOr (s12t)/2)]; (4.21)

where f € [0,1] and |.] is the floor function.

Eq. (4.21) allows us to construct Py from a given degree distribution P(k) by picking
a fraction f of nodes being attached to a maximum possible number of triangles while the
remaining (1 — f) nodes are attached to single edges only. From the definition of a clustering

coefficient, we have
Yo k(P(2k) + P(2k+ 1))
> (5) P(k)

hence the clustering coefficient can be adjusted by tuning the parameter f.

c=f : (4.22)

We investigate the effect of the joint degree distribution, Eq. (4.21), on the robustness
of partially interdependent networks by comparing the two joint degree distributions. One
is the fixed degree distribution (FDD), which is defined by Eq. (4.21) with P(k) obeying

a Poisson distribution (P(k)=(k)¥e~{¥) /k!). The other is the double-Poisson distribution

(DPD) discussed in Sec. III, with Py=e~ () <‘;>!s e*<t>%.

Fig. 4.9 plots the size of the giant component in network A for two partially-interdependent
networks with clustering. The joint degree distribution in each network is fixed as either
FDD or DPD. The interdependent strength ¢ is fixed as first-order. Note that the critical
threshold p. in FDD is larger than that in DPD when the clustering coefficient is the same.
This difference in p,. is caused by the broadening of P(k) in the double-Poisson distribution.
Note that for site percolation on a single clustered network, a larger clustering coefficient
leads to a higher critical threshold for both distributions [90,91]. For a system of two in-
terdependent networks, the general trend is similar and, for both degree distributions, p.
increases as the clustering coefficient increases. Fig. 4.10 shows the size of the giant com-

ponents in partially-interdependent networks with a second-order phase transition for both

FDD and DPD. The influence of clustering on the robustness of partially-interdependent
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Figure 4.10: (Color online) Size of giant component in network A for two partially inter-
dependent networks with clustering. Circles, squares and diamonds represent results for
FDD, while circles, up-triangles and down-triangles represent results for DPD. All results
are from simulations with N=10¢, (k)=4 and ¢=0.6< q.. The behavior of the phase transi-

tion is second-order.
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networks is larger for FDD than for DPD, but the general trend is similar in both distribu-

tions.

4.6 Summary

We have developed a framework for studying percolation in a network formed of interde-
pendent ER networks with clustering. For each clustering coefficient, the system shows a
first-order to second-order transition as we decrease coupling strength ¢q. As we increase the
clustering coefficient of each network, the system becomes less robust. This influence of the
clustering coefficient on network robustness decreases as we decrease the coupling strength,
and the critical coupling strength ¢., at which the first-order phase transition changes to
second-order, increases as we increase the clustering coefficient. We have also investigated
the differences and similarities between two different joint degree distributions, FDD and
DPD. We have found that, although the percolation threshold is different in the two cases,
the general conclusion that an increase in the clustering coefficient causes interdependent

networks to become less robust holds.



Chapter 5

Conclusion

This dissertation is a review of the original research of me and my collaborators during my
PhD studies at Boston University. My research is focused on studying the robustness of com-
plex networks under attacks from the perspective of statistical physics. Complex networks
appear in every aspect of our daily life and are widely studied in Physics, Mathematics,
Biology, and Computer Science. Understanding the robustness of complex networks under
attacks is crucial for protecting complex systems and designing robust infrastructures. Net-
works’ robustness depends crucially on the structure of the networks as well as the nature
of the attacks. This dissertation coverers two major parts of my research on the robustness
of complex networks: i) proposing a new type of attack — localized attack and modeling
the robustness of complex networks under this type of attack; ii) discovering the clustering
structure in complex networks, and investigating it’s influence on the robustness of both
fully and partially interdependent network of networks.

In Chapter 2, we model a new type of attack which we call the localized attack. Previous
research of the robustness of complex networks has focused on two types of attacks: random
attack and targeted attack. For random attack, each node in the network is attacked and
removed with the same probability. While for targeted attack, the probability for each
node to be attacked is dependent upon the degree of each node. However, these two types
of attacks fail to describe many real-world scenarios where the damages or failures on
the networks are localized. We propose a theoretical framework to study the robustness

62
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of complex networks under localized attack based on percolation theory and generating
function method from statistical physics. We investigate the percolation properties, such
as size of the giant component in the network, critical threshold of the phase transition
where the giant component disappears. We derive the analytical expression for the above
properties and compare the result with that of the random attack. Specifically, we find that
while RR networks are more robust against localized attack, ER networks are equally robust
under both. As for scale-free networks, their robustness depends crucially on the degree
exponent A\. We also run simulations on two real-world networks to test our model: a peer-
to-peer computer network and an airline network. We find that the real-world networks are
much more vulnerable to localized attack compared with random attack. These results can
provide useful insights into the protection of networked systems and the design of resilient
infrastructures.

In Chapter 3, we present a generating function formalism solution for site percolation
on both single and fully interdependent networks with clustering. Clustering quantifies the
property for two neighbors of the same node to also be neighbors of each other, forming
triangle-shaped configurations in the networks. Unlike random networks in which there is
very little or no clustering, real-world networks exhibit significant clustering. We present a
mathematical framework for understanding how the robustness of a pair of fully interdepen-
dent networks is affected by clustering within the network components. We extended the
percolation method for single clustered networks to interdependent clustered networks. We
find that interdependent networks that exhibit significant clustering are more vulnerable to
random attacks than networks without significant clustering. We also discuss the influence
of a change of degree distribution and the degree-degree correlation associated with cluster-
ing in the model on the critical threshold of interdependent networks and conclude that p,
for interdependent networks increases when networks are more highly clustered. Our results
help to better understand the effect of clustering on the percolation of fully interdependent
networks.

In Chapter 4, we further extend our model to a partially interdependent network of



64

networks with clustering within each network. For each clustering coefficient, the system
shows a first-order to second-order phase transition as we decrease coupling strength ¢
between networks. We find that as we increase the clustering coefficient of each network, the
system becomes less robust. The influence of the clustering coefficient on network robustness
decreases as we decrease the coupling strength, and the critical strength g., at which the first-
order transition changes to second-order, increases as we increase the clustering coefficient
in each network. We also investigate two different joint degree distributions, FDD and
DPD. We find that although the percolation threshold is different in two cases, the general
conclusion that an increase in the clustering coefficient causes partially interdependent

networks to become less robust holds.
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